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Abstract—We argue for a policy-based approach to  Due to the large number of operating dimensions to be
increase spectrum availability. To this extend, we briefly considered (frequencies, waveforms, power levels, and so
summarize a new language for expressing policies that forth) and the ever-changing nature of regulatory envi-
allow opportunistic spectrum access. A Policy Reasoner yonments and application requirements, it is not feasible
that reasons about these policies has can be used with €0gs, yagign and implement optimal algorithms that allow
nitive radios to guarantee policy-specified behaviors while . . .
allowing spectrum sharing. We evaluated the reasoner in rgdlos to flexibly m"’?ke use of aYa"ab'e spectrum qver
a demonstration. We describe the policies used in that ime. Instead, a flexible mechanism has to be provided
demonstration and the results of the evaluation. that supports spectrum sharing while ensuring that radios
will adhere to regulatory policies. The solution must
be able to adapt to changes in policies, applications,
and radio technology. The XG Program has embraced a
solution based on policies. The next section gives more

Today, wireless communication is confronting twejetailed arguments for the policy-based approach.
significant problems: spectrum scarcity and deploymentyve have implemented a device-independent Policy
delays. These problems derive from current proceduriRgasoner (PR) that provides a software solution to oppor-
for the assignment of frequencies, which are centralizgghistic spectrum access. Our approach allows encoding
and static in nature [1]. The current scheme cannot ad@pspectrum-sharing policies, ensures radio behavior that
to the rapidly changing spectrum needs of users frocompliant with policies, and allows policies to be dy-
the government, military, and commercial worlds. Newamically changed. The PR either approves or disallows
technologies often cannot be used effectively becausgery transmission candidate proposed by a radio, based
of this inflexibility, but they also provide the basis folon compliance with currently active policies. Flexibility
solutions. and spectrum sharing are achieved by expressing policies

Spectrum is no longer sufficiently available, becausg a declarative language based on formal logic, and
it has been assigned to primary users that own the prigitowing devices to load and change policies at runtime.
leges to their assigned spectrum. However, studies hav&ection I describes the advantages of using a policy-
shown that most of the spectrum is, in practice, unusggsed solution. Our PR reasons with policies defined in
most of the time. This observation was the starting poigtir Cognitive (Policy) Radio Language (CoRaL), which
for DARPAs NeXt Generation (XG) Communicationsyas designed to support the definition of spectrum-
program, which proposes opportunistic spectrum usedecess policies and to be extensible so that unanticipated
increase spectrum availability. To achieve opportunistifplicy types can be encoded. CoRaL has expressive
spectrum use, radios must have the following capabilitiggnstructs for numerical constraints and supports effi-

« Sensing over a wide frequency band and identifyingent reasoning. Section Il gives a brief introduction
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primaries to CoRaL that is sufficient for understanding the PR.
« Characterizing available opportunities In Section IV, we present various spectrum policies
« Communicating among devices to coordinate thbat illustrate key language features. Section V describes

use of identified opportunities the design insights and implementation of the PR. We
« Expressing and applying interference-limiting polievaluated the PR in a demonstration, described in Section

cies (among others) VI, that uses the policies described in Section IV. We

« Enforcing behaviors consistent with applicable polieonclude with an overview of related work and plans for
cies while using identified opportunities future extensions.



[I. BENEFITS OFPOLICY-BASED SPECTRUM
SHARING

In current radios, policies are programmed or hard-
wired into the radio and form an inseparable part of *
the radio’s firmware. Typically, radio-engineers use im-
perative (procedural) languages such as C for radio
software. One could envision implementing spectrum-
sharing algorithms and behaviors on radios in a similar
manner.

However, this approach has obvious drawbacks. Any
change in policies requires reimplementation (and reac-
credidation) in the firmware of every radio that might
operate in bands affected by the changes. Clearly, this
approach does not scale well as technological advances
lead to an increasing number of radio designs. Further, it
is not scaleable or flexible enough to deal with policies
that are written by the many authorities in over 200
countries. Further compounding the problem is the fact
that spectrum-sharing policies will likely have a larger
number of operating dimensions (such as the state of
sensed spectrum), and may initially change frequently
as best practice is discovered or additional opportunities
exploited.

The key difference in our approach is that declarative
policies are expressed in terms of "what” should be
protected or made available rather then "how” spectrum
is protected or made available. Such policies are higher-
level than typical radio code and free from implementa-
tion details. This often makes it easier to intuitively grasp
the meaning of a policy. These policies are also platform-
independent so that they can be loaded on different types
of radios.

Several considerations argue for this policy-based ap-,
proach over encoding spectrum-sharing algorithms di-
rectly in radios:

» Radio behavior can quickly adapt to a changing
situation. While policies themselves can be written
to behave differently in different situations, the main
advantage is that policies can be dynamically loaded
without the need of recompiling any software on
the radio. For example, a policy might be loaded to
more aggressively exploit spectrum-sharing oppor-
tunities in emergencies.

« An unprecedented amount of freedom and control
of spectrum is possible as stakeholders can shape
spectrum policies (as allowed by regulations) to best
fit their objectives.

« Policy changes can be limited to certain regions,
frequencies, time-of-day or any other relevant pa-

rameter. The new policies must only be uploaded
into a radio to take effect, because each radio runs
the policy reasoner on the currently loaded policies.
Our approach decouples policy definition, loading,
and enforcement from device-specific implementa-
tions and optimizations. One advantage is a reduced
certification effort. When policies, policy reasoners,
and devices can be accredited separately, accredita-
tion becomes a simpler task for each component.
Changes to a component can be certified without
accrediting the entire system. We can certify the
PR and each policy once, independent of the radio,
and then test device configurations to see whether
they correctly interpret PR outputs. (In effect, the
cost of accrediting the policies and policy reasoner
is shared across all radio platforms.) Radios can
dynamically load accredited policies without addi-
tional certification.

Another advantage of decoupling policies from ra-
dio implementation is that devices and policies can
evolve independently over time. If a radio does
not “understand” a policy, and can thus not fulfill
its requirements, it will not have transmissions
approved by this policy, thus missing opportunities
but avoiding potentially creating interference. On
the other hand, if a radio has more capabilities
than required by a certain policy, it can just use
what is required. Thus, new policies do not require
changes in radio software or hardware, and existing
policies will work on new radio hardware. Today
a cyclic dependency exists where regulatory bodies
must wait for technology and technology must wait
to see what the policies look like.

A policy-based approach is extensible with respect
to the kinds of policies that can be expressed. While
we already know many relevant parameters and
the interrelationships between various categories of
policies, including structural relations such as hier-
archies, we cannot foresee the degrees of freedom
in policy definition that may be desirable in the
future. Our approach provides the means to define
new policy parameters.

Example parameters include functional allocations
of spectrum (e.g., emergency response or aeronau-
tical radio navigation), geographic restrictions (e.g.,
US vs. foreign policies), temporal restrictions (e.g.,
time-of-day), host nations or authorities (e.g., US
vs. Europe, commercial vs. governmental), service
restrictions (e.g., civil services, electronic warfare,
Joint forces), and international vs national policies



on the same bands (e.g., maritime distress). either theallow or thedisallow predicate, respec-
tively. Policy rules are logical axioms that express under
[1l. CORAL PoLICY LANGUAGE which conditionsthese predicates hold. These axioms

The basis for policy-defined radios is a policy lanSa" involve any declared parameters, which represent

. capabilities of the radio and the results of sensing actions
guage that serves as an interface between at least two di- )
ferent viewpoints, namely that of the regulators and thg;‘;?\ong other things).
of the radio engineers. For the sake of this discussion, weConditions can also use predicates, which express
will assume each radio hassystem strategy reasonermodes of operation, locations, and so forth. Thus, con-
which determines its strategy for making transmissiafitions allow for dynamic adjustment of policies to
requests by exploiting spectral opportunities. (TodaytRe current situation. For example, a rule could allow
radios could be considered to have simple, hal’dWiI’ﬁﬁﬂitary radios to use the GSM band when a conflict
strategies that do not exploit other opportunities.)  starts, but not earlier. Clearly, such context-sensitive
The main interest of regulators is the specificatigpolicies can respond to the situation in various ways,
of admissible transmission behavior. They are usuallyoking either restrictive or permissive rules.
not interested in how policy conformance is checked, ) ) ) o
as long as the check is correctly implemented. This quencal constralnts.are often used in po!|C|es spec-
is referred to as thesoundnesf the check. Regula- ifications and can be directly expressed using built-in

tors are not interested in the strategy used to discopspdicates in CoRal. For example, a policy might require
opportunities, assuming that policy-conformance is Jffat for frequencies between 5000 and 5500 MHz, the

timately enforced. Furthermore, they are not interestd@nsmission power should be at most 2dBm. A special
in verifying if a radio’s strategy reasoner can exploit afynt@x is available to specify powermasks, where the

transmission opportunities. Various trade offs (e.g., cd&Wer is not constant but varies with frequency.

of sensing vs need for spectrum), radio capabilities (e.9.,Restrictive (disallow) rules take precedence over per-
ability to sense the spectrum), and the quality (degrggssive (allow) rules. A policy can also be extended by
of completeness) of the strategy reasoner itself will glljes in another policy without causing logical inconsis-
affect which opportunities are exploited. tencies. For example, one policy may have a rule allow-
The main interest of radio engineers, on the oth§{y the use of frequencies 5000 to 5500 MHz, whereas
hand, is to exploit as many policy-conforming transmiggnother policy might disallow the use of frequency 5250
sion opportunities as possible. This naturally leads faHz, as well as allow frequencies between 5200 and
an incentive to enhance capabilities of both the strategyoo mhz. Thus, the combination of policies will allow
reasoner and the policy-conformance reasoner. the use of frequencies between 5000 and 6000 Mhz, with

To best support both of these viewpoints, a polighe exception of frequency 5250 Mhz.
language with a simple and unambiguous semantics is

needed. Since the foremost objective is to specify — asPolicies and ontologies can refer to concepts defined
opposed to implement — policy-conforming behaviof other ontologies with aisestatement. This capability
a declarative language is a considerably better fit th8HPPOrts modular specification and reuse of policies and

an imperative language like C. In the XG project wentologies.

have designed the _Cogniti\_/(_a (Po_Iicy) Radio quguggeln addition to built-in types, variables, functions and
(CoRal) [2], a domain-specific logic-based SpeCIfIC""t'0|15}edicates, CoRal allows user-defined concepts. For-

language, which we briefly summarize. mally, these concepts are expressed as equational or
non-equational axioms in our logic. Concepts which are
common across several policies can be factored out into

CoRal is a typed fragment of first-order logic withontologies, which can represent hierarchies of types and
equality, enriched by built-in and user-defined conceptslated functions or predicates. Formally, the only differ-
[2]. Examples of domain concepts that are shared amasmgce between ontologies and policies is that ontologies
most policies are: frequency, power, location, poweonly define concepts and have no rules, whereas policies
mask, and signal. must have at least one rule and may also define concepts.

A policy is composed of severalles To support Example ontologies that are useful for spectrum policies
permissive as well as restrictive requirements, rules use discussed in the next section.

A. CoRaL Concepts
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Fig. 1. Example Ontologies. Each box represents an ontology. The name on the top of the box is the name of the ontology. An arrow
between two ontologies indicates that the ontology at the tail of the arrow uses the ontology at the head. For brevity, we only list types (in
arial font) and variables (in italic font) in some of the ontologies. Functions, predicates, and axioms are not shown. Type hierarchies are
represented using indentation.

B. Ontologies location, signal, or time of sensed data that was collected
by the radio.

In our work on XG, we defined the ontologies sum- .
. L . . These parameters refer to concepts sucfiraasmis-
marized in Figure 1. We have ontologies for basic types

(such as bandwidth, frequency, power), radio capabiﬁ'—on’ Radio and EV'denC9 These concep'Fs are model_ed
In_CoRaL as types distributed over various ontologies,

ties, evidence, signals, time, powermasks, transmissions ) . : .
and build on the basic types shown in 1. Typically, a
and request parameters (among others). These ontologies . .
. . roncept defines several operations.
give an extensible base for the parameters over whic¢

- s an example, we show more detail about the ontol-
policies can be formulated, but should not be regarde L . e
gy for transmission. One operation on ffransmission

as the only possibility. CoRalL expresses ontologies a . ) .
- only' p Y P gies F}/ e is a function that determines the center frequency
domain concepts using type and subtype declaratio #) o

of the requested transmission:

New requirements can be captured in user-defined on-

. . . . centerFrequency: Transmissich— Frequency
tologies, which may also build on these basic types. ; : .
. ) ther operations, such as mean EIRP (Effective Isotropic
Our request-parameter ontology defines three variab

3diated Power), are defined in a similar fashion. The

that are typically contained in a transmission reque§t. L . . .
. . . ) ) ormalization of the transmission ontology in CoRal is
The variables argeqg.radio : Radig which describes given below

characteristics of the requesting radieg transmission

. ol ; ; ontology transmission is

: Transmission _Wr_nch details parameters of the re=" - time.basic. types;
quested transmission, such as frequency and power; and .
req.evidence : Evidencewhich contains one or more PuPlic type Transmission;
evidence objects, each of which generally pertains topublic const centerFrequency :



Transmission -> Frequency; req_evidence(?te) and timeStamp(?te) = ?t and
public const bandwidth : hour(?t) in {6 .. 12};

Transmission -> Bandwidth; end
public const maxOnTime :

Transmission -> TimeDuration;

public const minOffTime : IV. SPECTRUMPOLICY EXAMPLES
Transmission -> TimeDuration; . . . .
public const meanEIRP : For the experiments described in Section VI, we

public const wansmitiaday wrote listen-before-talk policies [4] over a broad range

Transmission -> Transmitter; of frequencies. The policies were chosen to illustrate
some of the main features of CoRalL (but they do
Powermasks are another typical concept in spectrur@t exhibit all language features), and to be realistic
policies. As an example, the powermask for DFS (Dynd thus potentially relevant for spectrum-sharing radio
namic Frequency Selection) [3] is depicted in Figure @perations in the field.
and formally defined below using CoRal syntax. Listen-before-talk policies require a radio to actively
sense its environment and submit data to the reasoner
about what other signals were detected at what power
levels. To add realism, we also included operational
phases and geographical information as parameters.
We defined example operational phases, such as “Day-
to-Day”, “Natural Disaster”, and “Training and Testing”,
each with policies that address the specific communica-

end

-20 dBc
-28 dBc

40 dBc
/

- 42 dBc
47 obic] | tion needs of that phase. To mimic two countries with
12 i | - . . . . .
T oaw 7w =w  wos ., o0 »m w w zn different regulations, we defined two adjacent regions

frequency offset [MHz]

that would be traversed by the radios. The radio must
Fig. 2. Example DFS Powermask. This figure (from [3]) has beegy,;phmit information about location and phase to the PR
annotated to highlight points in the graph corresponding to tuples.in _— .

the CoRal. representation of the powermask. to get transmission requests approved by policies that

require those parameters. The PR will apply the policies
We provide an intuitive syntax for defining power&PPpropriate to the location and phase of a request.

masks, most of which are either linear or step functions, Figure 3 depicts three (of many possible) categories
CoRaL represents a powermask as a list of tuples @f policies used in our experiments. While our work
numbers(x,y), wherex refers to the frequency values orh'as not formalized any such higher-level classifications,
the x-axis (in MHz) andy refers to the power valuesthese could provide utility and aid understanding. For
on the y-axis (in dBc). CoRalL connects the point@ample, the categories in Figure 3 could correspond to
either as a linear or step function, as indicated by iRcreasingly higher-level regulatory agencies.
keyword preceding the list of tuples. For example, the The policies in the inner circles generally require
DFS powermask in Figure 2 is represented in CoRal E$reasingly more information in transmission requests.
follows. (The five circles in the figure correspond to th&hus, a policy belonging to the innermost circle often

first five tuples.) requires information about operational phases, location,

defconst maxinBandLeakage : Powermask = fr'equ.enC|es, and sens_ed state of the spectrum. The poli-
symmetric linear cies in the middle circle only check for operational
[0, 0), (9, 0), (11, -20), : _
(30, 28) (30, -40), (180, -40), pha_ls_es,_frequenmes and state pf the spectrum, while
(180, -42), (216, -42), policies in the outermost circle might only constrain the

(216, -47), (inf, -47)] frequencies to be used.

1) Example Policy:Using the above ontology, we can Some of the policies arpermissiveand allow use
express the policy “Allow XG radios to transmit betweeff spectrum under given conditions. Other policies are
06:00 and 13:00 local time.” using a single permissiv@strictive and forbid or restrict the use of bands. Fig.
rule in CoRal as follows. 4 summarizes some of the policies used in our ex-
policy time is periments. The restrictive policies in row 2 forbid ac-

use request_params; cess to the Satellite, Aeronautical Radionavigation, and

allow if Maritime Distress bands, as indicated by fPmtected
(exists ?te:TimeEvidence, ?t:Timelnstant) keyword. (We show details of such a policy below).



mented in CoRaL major parts of the Dynamic Frequency
Selection (DFS) algorithms for the unlicensed 5 GHz
band [3].

Frequency Range-Dependent Policies
Aeronautical Radio Navigation

Satellite
Maritime Distres:

Operational Phase-Dependent Policies
(also Frequency Range-Dependent) . .
Aeronautical Mobile Fixed Mobile
A 225-328.6 30-74.8
Astronomy
\ 335-400 75.2-87.5
Broadcast
420-450
1240-1390
Fig. 3. Classification of encoded policies used in our experiments. 1755-1850 2417-2483
2200-2290 2900-3000
Thresholdi_n MHz for Be_\nd i i . i .
EZZif,)ﬁi'?gﬁf";';??iféghm 4 Natural Testing and Fig. 5. Overview frequencies used for bands in example policies
for Region 2, if applicable) Day-To-Day Special Event Disaster Training
saeme Part of the CoRaL encoding of the restrictive policy
Maritime Distress s Protected Protected Protected Protected for the aeronautical radionavigation band fo”ows_
Amateur No Policy -100 -80 No Policy policy aeronautical is
Astronomy No Policy -100 -80 No Policy use request_params;
use mode;
Broadcast No Policy -90 -80 No Policy
) ) ) disallow if
Aeronautial Mobile No Policy No Policy -100 No Policy (mode(Day-to-Day) or mode(SpecialEvent)
Fixed Mobile 1 -100 (-90) -100 (-90) -80 -100 (-90) or mode(TrainingAndTesting) or mode(NaturalDisaster))
Fixed Mobile 2 No Policy -100 (-80) -100 (-80) No Policy and

(centerFrequency(req_transmission)

in {74.8 .. 75.2} or
centerFrequency(req_transmission)

in {108.0 .. 117.975} or

Fig. 4. Overview of encoded policies.

L L . EénterFrequency(req_transmission)
For other bands, permissive policies define the in {2700.0 .. 2900.0});

strength of signals that can be sensed by the radf$
and still allow transmission. The thresholds depend ONThe po“cy imports thaequest_param 0nt0|ogy (and

the operational phase. For example, for the broadcgss ontologies imported by this ontology via tran-
bands, a policy states that if the radio is operating Htivity of import), which defines concepts such as
the ”SpeCiaI event” phase and Only senses signals tbé’?']'terFrequency , reg_transmission , and the modes. This
measure -90 dBm or IeSS, then transmission is a”OWthcy has 0n|y one ru|e, which disallows the use of any
(we show details of this policy below). If the radiogf the specified frequency ranges in the specified modes.
was operating during a natural disaster, it would be The following policy combines phase, sensed evidence
okay to transmit even in the presence of signal up ihout the spectrum state, and location. The first
-85 dBm. For some policies, different thresholds aigle makes the specified frequency ranges available
given for the same frequency band in the two regioRgr transmission, for radios that are iwy-to-Day Of
to illustrate how different regulatory bodies (differentesingandtraining ~ mode and have sensed signals of less
nations, service providers, and so on) might allow thfian -115 dBm. The second rule allows access to another
use of spectrum under different circumstances. set of frequencies during specialEvent , but only if
Some of the bands used by the policies are showie radio is located in region. Whereas the location
in Figure 5. These frequency ranges reflect the currg@itormation restricts use, the threshold of the second rule

assignments of these bands for non-federal governmgniore permissive (-95 dBm instead of -115 dBm).

in the U.S. [5]. However,_ our goal was not to capturlgOIiCy fixedMobile is
current practices and policies. Our focus was on evalu-use request_params;
ating CoRaL and its reasoner. To test the expressivenes§® mode;

T i e region;
and utility of our language, we have successfully imple-



allow if
(centerFrequency(req_transmission)

Sensed data

in {225.0 .. 328.6} or \
centerFrequency(req_transmission)

in {335.0 .. 400.0} or
EénterFrequency(req_transmission) System Transmission Policy

in {2200.0 .. 2290.0} Reasoner
) Strategy requeSt
and < (PR)
(mode(Day-to-Day) or mode(TrainingAndTesting)) Messages Reasoner Transmission ff—
and -
((exists ?se:SignalEvidence) (SSR) reply

req_evidence(?se) and

peakRxPower(?se) =< -115.0

; - j

Radio

allow if Fig. 6. XG Architecture. The small boxes are hardware components.
(centerFrequency(req_transmission) The SSR is a radio component that exploits transmission opportuni-
in {30.0 .. 74.8} or ties. This is one of many possible architectures for using our policy
centerFrequency(req_trans_mission) language.
in {75.2 .. 87.5} or

EénterFrequency(req_transmission)
in {2900.0 .. 3000.0}
)

and
(mode(SpecialEvent)
or

dence, ?I :

((exists ?le : LocationEvi-
Location)
reg_evidence(?le) and
location(?le) = ?I and
locationInEllipse(?l,r1) = true
)
)

and

((exists ?se:SignalEvidence)
req_evidence(?se) and
peakRxPower(?se) =< -95.0

)i
V. PoLICcY-BASED RADIO ARCHITECTURE
The XG architecture [6] (see Figure 6) consists of

can also be control messages (acknowledgment of
policy updates, requests for new control channels,
etc.) or data messages.

Sensors-SSRIhe details of this interface will be
determined by the radio designer. We assume that
the sensors send their received data (or conclusions
drawn from it) to the SSR. The analysis of sensor
data, sensor data aggregation, signal detection, and
other such processing could happen in the sensor
component(s), in the SSR, or in a dedicated com-
ponent (not shown). The SSR may send control

the radio hardware and firmware, which includes the

RF frontend as well as sensors; the System Strategw
Reasoner (SSR), which is typically specific to the radio

hardware and can perform low-level tuning and real-

time optimizations; and the platform-independent Policy

Reasoner (PR), which determines whether transmission
requests from the SSR conform to the currently loaded
policies. The SSR must not transmit unless it has re-

ceived a message from the PR that the transmission is
allowed.

There are several different types of messages:

messages to the sensor components.
SSR-PR.There are several types of messages in
the interface between the SSR and the PRns-
mission requests:Before an XG radio can send a
transmission, it needs approval from the PR. The
SSR builds a transmission request, and sends it
to the PR. The PR reasons about the request and
the active policies, and responds by sending one of
three replies to the SSR: (1) The transmission is
allowed. (2) The transmission is not allowed. (3)
The PR returns constraints that must be satisfied.
« RF-SSRAIl incoming messages to the XG radio Given acceptable values of the underspecified re-
arrive at the RF unit, and end up in the SSR. quest parameters, the transmission will be allowed.
These messages can be control messages, such asPolicy updates: The SSR can also send policy-
updates to system strategies, updates to policies, uUpdate messages to the PR, in order to add or
or messages controlling the coordination with other ~remove policies to and from the PRs policy base
radios. Similarly, all messages going out from the ~and to activate or deactivate policig2olicy infor-
XG radio originate in the SSR and are passed Mmation: The SSR can request information regarding
through the RF component. Outgoing messages Which policies are loaded or active.



A. Prolog-Based Policy Engine

We will focus on describing how the PR evaluates
transmission requests. The PR implemented for our ex-
periments is a Prolog-based version, which gives yes/no
answers to transmission requests. The ability to return
constraints will be added later.

f Java \
Policy Console
Typechecker . . ]
Fig. 8. Policy Processing

Policy Manager

Such information is often used in policies relating to
K / television broadcast.
\ / The policy allows XG radios to transmit in the band
[Pmlog J 450 MHz to 600 MHz if they (1) transmit continuously
for at most 1 second with (2) a bandwidth of at most
Fig. 7. Policy Reasoning Engine Modules 6 MHz, (3) have off-time of at least 150 milliseconds,

(4) have duty cycle of at least 50% across a 2-second
Fig. 7 shows an overview of the main modules gferiod, (5) if they sample spectrum at least once every 5
the PR, and some of the relationships between theseconds for TV signals using power sensing but no sub-
This architecture is not part of the XG Architecturenoise detection of DTV signals, (6) they received spectral
The PR could have been implemented differently. Thwer in the channel they are transmitting equivalent to
larger ovals show the implementation languages. Most@f less than 100 dBm, and (7) the peak power spectral
the modules are implemented in Java, but the reasonilgnsity of their emission does not exceed -53 dBm/Hz.
is done in Prolog. The SSR can be implemented fhis policy is encoded in CoRaL as follows:
any language. The motivations for using Prolog as thgicy tvi is

reasoning engine were: use ssc_params; ~
defconst F : Frequency =
« Prolog supports efficient execution of a large frag- centerFrequency(req_transmission);
allow if
ment of the CoRaL language. F in {450.0 .. 600.0} and
« Prolog is a mature technology. timeDurationLessThanOrEqual(
« Prolog interfaces well with popular programming oo oy i ranemesion
Ianguages, such as C and Java. bandwidth(reg_transmission) =< 6.0 and
. . . . . timeDurationLongerThanOrEqual(
An enormous collection of libraries is freely available minOffTime(req_transmission),
; P it td(0,0,0,0,150)) = true and
for the Java p_Iatform, which is useful for writing CoRaL meanEIRP(req transmission) < -53.0 and
external functions. For example, we usegemtransform (exists ?se:SignalEvidence)

i i reg_evidence(?se) and
Java library developed at SRI to support geometric beakRxPower(7se) =< 100.0 and

operations like finding the distance between two points  {F-3.0 .. F+3.0} in

on the surface of the earth. (exists 2dPeriociosignalDetestsn)

Fig. 8 gives an overview of the process of going from a detectedBy(?se) = 2d and
policy in concrete CoRaL syntax to the Prolog encoding, Zﬁgg'igg(tﬁg)’dljzgz and
showing some of the software modules involved. end

The encoding is

--- Header ---
We present an example of the translation (or encodingjodule(tvi,[l).
; ; _ _tafLstyle_check(-singleton).
of a CoRaL pollcy to Prolog. We use a I|§ten_ before ‘_:al:[ityle_check(— discontiguous).
example policy that uses time and location informatiofdynamic allow_I/1.

B. Example Translation: CoRaL to Prolog



user:allow(X) :- as a goal that must be satisfied. This will happen if there

context_module(M), ; i ; ; ;
debug:debug(runtime,debug, " w:allow" [M]) is a ru_Ie that unifies v_wth this goal. _For example_, |_f we
allow_I(X). have, in a request, a lin@ev : SignalEvidence; this is
reW”te—'('f(F'Mié'l‘f'(zF))’Q oML - XeM2 translated to the Prolog versi@mnalEvidence(sigev)
' This will unify with SignalEvidence(Se), with the
. Ff(tt’\'/els) T obvious substitution Se = sigev. Prolog can now continue
in(centerFrequency(req_transmission), to the next goal, keeping this substitution for whenever
eq(ti’rf‘]’;%eu(;‘a?%gég‘;f%gnOrEqual( the Se variable next appears. If some further goal fails,
maxOnTime(req_transmission), Prolog will backtrack to the same goal again, and try
te(bandwidih(req trarﬁgigé?éif)og)g;ue)’ another value for Se, if there is one. Therefore, the
eq(timeDu_rationI__angerThanOrE_’ql;_ali existentially quantified formula will succeed if and only
mlnOﬁTIme(recgag)ags()mssfé%r)lg’true) if the Prolog version succeeds. Of course, this kind of
lte(meanEIRP(req_transmission), execution can be very slow if there are many unifiers,
_ uminus(53.0)), and only a few of them succeed.
(’'SignalEvidence’(Se),

reg_evidence(Se), T .

|te?5eakapo\(Ner)(ge),100,0), C. Limitations of Prolog Encoding

in(range(sub(centerFrequency(reg_transmission), . . .
(range(sub( 3.0), quency(red_ ) The Prolog encoding of policies works essentially by

add(cgr(l)terFrequency(req_tfansmission), executingthem. This is usually very efficient, but is also
scannedp)ré’quencies(Se»‘ has serious drawbacks.

(‘PeriodicSignalDetector'(D), Universal quantifiersWe cannot translate all kinds of
eq(detectedBy(Se),D), . | ifi . . Prol S kind
gte(sampleRate(D) 0.2), universa quan_tl ication to native Pro 0g. Some kinds are
gte(dutyCycle(D),0.5))). not problematic. For example, the universal quantifiers

- .on the outside of rules can be handled because they are
In these policies, we can observe the shallow encodin

of function apolications as comoound Prolo termaﬁleady implicitly in Prolog rules. Also, some kinds of
PP o PO 9 finite universal guantifiers are handled by trying all possi-
the representation of built-in predicates (e.g., eq f

[.. X
. ilities. For examplegorall x:int in [1,2,3]) p(x is
equality, Ite for less than or equal), and so forth. We PIes 23D pe9
. .. translated tGorall(x,(member(X,[1,2,3]), p(X))) . Pro-
also see that the defined constant F has been substituted . - .
. L s forall operator does what we just said: It tries all
because Prolog does not natively support definitions. G o . ) _
o possibilities, i.e. all unifiers. So, in this case, X will be
centerFrequency(reqg_transmission} OCCurs everywhere

) ) ; unified first with 1, and the p(1) goal will be tried. If this
in place of the defined constant(which has the same ucceeds. X is unified withpz( ;r?d 0(2) will be tried, and
behavior). We can also see how some special syntacfﬂc ’ ' '

én the same for p(3). Only if all three goals succeed
forms of CoRal have been translated, for examplgbes the whole forall statement succeeds. Our comments
{450.0 .. 600.0} becamerange(450.0,600.0)

) o on the efficiency of using unification for existential
We could have accomplished this in another progra'gijantification are true for universal quantification and

ming language. However, we make heavy use of gogks it in even worse efficiency. In the existential case,
directed reasoning, which is well supported by Prologye can at least quit when we find a unifier that makes

We mentioned that abstract data types are translajRd eyistential statement succeed. In the universal case,
to unary Prolog predicates. We can see two exafjs ajways have to try all substitutions.

ples above: 'SignalEvidence’ and PeriodicSignalDetec- constraints.in the future, we plan to extend the PR
tor (these are in single quotes because Prolog wWoylfl e those constraints that still have to be satisfied
otherwise interpret them as variables). Let us 100k Bbfore an underspecified request can be approved. These
the existential quantifiers in the policy above. We havgnstraints can guide the SSR towards transmission

(exists ?se:SignalBvidence)... - _ opportunities under the current policies.
In the Prolog translation, this becomes The PR must return constraints when a policy fails due
'SignalEvidence’(Se) . to the request being underspecified. For example, given

?se has become Se because variables have to start witequest for certain frequencies, the PR might return a
an uppercase letter in Prolog. This translation has the coonstraint on the maximum power. While Prolog does
rect behavior, because of Prologigificationandback- have the so-called clp/r constraint-solving capability for
tracking features. Prolog will see 'SignalEvidence’(Selinear arithmetic, we have found this to be inadequate



because of lack of support for negations and quantifiers.To test the scalability of the PR, we generated requests
Furthermore, we have to decide in advance exactly whitdr transmission for the entire scan range of the Rockwell
variables can be constrained, and clp/r does not was&nsor used by the XG radio (from 20MHz to 2500MHZz)
well with other features we use. in 1MHz increments. Therefore, for each pass of the
Given these limitations and the fact that only a fragsensor, the PR received approximately 2500 requests,
ment of CoRal has been implemented currently, wehich is many more than any realistic SSR would send.
nevertheless have been able to encode and executeTh# PR processed about 200 requests per second. This
the policies that were desired for our XG experimentsns average time is more than adequate to support

and demonstration. the rapid abandonment time required by XG to avoid
interference.

VI. REASONERDEMONSTRATION The graphical user interface of the PR demonstration

A. XG Capability Demonstration consisted of two windows (Figure 9 for inputs and Figure

10 for outputs). The four parameters that make up a

XG technology was demonstrated for the first time tQ, o5t are location, operational phase, frequency and
key stakeholders at Fort A.P. Hill in Virginia, in Augustsensed signal strength, which are depicted by regions

2006. The demonstration included the functionality %arked A-D respectively in Figure 9. The drop zone
XG Radios developed by Shared Spectrum Compapy,eq [A] consists of two sub-regions “Metropolitan

[insert reference] and the CoRaL language and the Poli'&yea,, and “Disaster Area”. which were used to de-

Reasoner developed by SRI International [referenceaict the PRs ability to do geographic reasoning using

The test was carried out in the geographic region (KnoWit qe/iongitude coordinates. The underlying policies

as the 'Drop zone’) shown in the map on the upper riglf,ange as the radio moves between regions or changes
hand corner of Fig. 9 (Marked as [A]). operational phases.

Pairs of XG radios formed communication links and Tranmission requests are defined in CoRaL. A typical

trave1rsed a p:slth from the re'glon shown as Metmpo“te}@quest in the PR demonstration had the following form:
Area’ to the ’'Disaster Area’ and back. Throughout the

drop zone, legacy radio pairs were placed and formed &geduest xgreq is o
. . . . centerFrequency(reg_transmission) = 1250.00;
separate set of communication links. The legacy radios
were used for the purpose of generating interference in Public const se : SignalEvidence;
. . . req_evidence(se);
the communication channels used by the XG radios and peakrxPower(se) = -79.0;
to test if such interference is detected by the XG radios
and, if so, whether the channel would be abandoned and
the XG radios would switch to a channel which would public const le : LocationEvidence;
. reg_evidence(le);

not cause interference. location(le) = (112.0, 215.0);

The tests conducted at the Fort A.P. Hill drop zoneeénd
successfully demonstrated that the XG Radios were
adapt at detecting interference and changing communifigure 10 depicts the results returned by the PR for the
cation channels rapidly to avoid interference. In face, tiet of requests submitted to it. The field marked [H] in
channel switch was so fast that the legacy radios wetds figure denotes the total spectrum currently available
not affected, showing readiness for real-life scenariosfor military use in the 20MHz-2500MHz range (see [5]).

Using the policies summarized in Section IV, we
demonstrated the use of CoRaL policies to dynami-

The XG radios in this demonstration did not use SRIgally change how aggressive the radio is in accessing
PR, but instead used a simpler reasoner with a leggectrum, based on the location of the XG radio, its
powerful policy language, but one that had the sanggerational mode, and the sensed signal strengths.
form/fit/function as SRI's PR. The standalone demonstra-The demonstration was carried out by changing the
tion of SRI's PR demonstrated the wide array of policiegperational phase in the following sequence: Day-to-day,
that the CoRaL langauge can express, and the sp&mbcial Event, Natural Disaster, Training and Testing.
and scalability of the PR, which was feed thousands Bifgure 10 contains four fields that show the total avail-
transmissions requests in a few seconds. All the policiable spectrum for each of these operational modes using
summarized in Section IV were active. an XG radio. As expected this amount increases notice-

mode(SpecialEvent);

B. Reasoner Demonstration User Interface
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Fig. 9. Request Parameters - GUI

Available Spectrum sion was disallowed. Given the policies active in this
- demonstration, this generally indicates an unacceptable
Currently Unavailable Spectrum probability of causing interference (whenever the phase

Unavailable Spectrum (Protected Band) and location permit sharing).

The region marked [E] depicts the main characteristic
of the XG technology. In this case, none of the input
parameters has changed except for the location of the

ably from the first operational mode to the third mond*C ra_dio'and the strengt_h of Fhe _sens_,ed signa_ls. A closer
tonically and is consistent with the behavior specifie amination S_hOWS that in this situation certain request_s
in the CoRaL policies. The total available spectrum fgpat were denied are how approved, due to_th_e change in
the operational phase “Special Event” is an intermedia{fécat'on or sensed S|gngls. Such opportunistic spectrum
value and depicts the ability of the PR to be fine tunétf¢€sS 1S the key_ achlevement_ of the >.(G technolog_y
to fit custom needs. and shows the policy-based radios adopting to dynamic

Three colors, White, Black and Gray are use in Figu?étu‘"’lt'onS rapidly (the change from Gray to White and

10 to denote different responses from the XGPR for ‘AC€ versa).

request. We used the following color coding for answers Regions marked [F], [G] shows that the PR can change
from the PR (see Fig. 11). Black denotes a frequenitg behavior to more aggressive access of spectrum by
band which is explicitly protected by one of the activeither removing protections from protected frequency
policies. White denotes a band for which transmission liends [G] or by increasing its thresholds for interference
allowed, either because it is assigned or because therfFis The latter will, of course, increase the probability
a sharing opportunity given current policies and request interference, but, at any given time, the PR ensures
parameters. Gray denotes a band for which transmibat the radio behaves according to the currently loaded

Fig. 11. Color Coding of Reasoner Replies in GUI
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Fig. 10. Reasoner Answers - GUI

policies, whatever those might be. vanced forms of policy analysis, e.g. detection of logical

Regions denoted in white in Figure 10 depict requedteconsistencies. We are currently investigating the use of
that were approved. These represent opportunistic spworem proving technology to provide specialized anal-
turm access that conforms with active policies, whicysis methods for spectrum policies written in CoRaL.
imlies an acceptably low risk of interference. Furhermore, to support collaborative development, we
will work on language mechanisms for composition and
extension of policies.

Current radio technology allows us to aggressively The functionality of the PR will also be extended. Our
access spectrum by ignoring sensed signals or Pggrrent PR does only validates transmission requests and
set thresholds, but the risk of interference is highyrovides yes/no answers. However, smart radios could
The policy-based XG technology provides a framewoikp|oit the reason for which a tranmission request failed,
within which dynamic behaviors for radios can be SpeGg that information were available. Our next generation
fied by policies so that spectrum can be accessed oppsgy will provide more detailed answers in the case
tunistically with an acceptably low risk of interference f negative decisions. In particular, we will return the

CoRaL has proven expressive enough to encodesdyitional constraints, if any exist, that the radio must

and all the policies that were desired for our XG exper-

iments and demonstration. In our experiments, the PR

VIlI. CONCLUSION

processed requests in less than 5ms on average, which ACKNOWLEDGMENT
is more than adequate to support the rapid abandonment
time required by XG to avoid interference. This research was supported by DARPAs neXt Gen-

Future Work. Due to the expected complexity oferation (XG) Communications Program under Contract
future policies, a policy language should allow for adNumbers FA8750-05-C-0230 and FA8750-05-C-0150.
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